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2  Introduction

The Smartpay Fuse Enterprise Business Centre (EBC) is a powerful merchant servicing
portal that allows you to configure and manage your Fuse account. The key features of
the EBC portal include:

e Full reporting suite, with customisation and data export options

e Access to an array of configuration settings to support the integration of Fuse
into your customer journey

e A'Virtual Terminal’ that allows you to process Mail and Telephone order
transactions (MOTO), as well as tokenise your customer’s details

The EBC is accessible through our TEST environment, allowing you to experiment with
servicing, reporting, payment and configuration operations before going live.

Your LIVE EBC portal will be provided to you as part of your on-boarding to SmartPay
Fuse. If you are not already a customer, and are interested in SmartPay Fuse, please
Get in contact.

Test environnent: https://admin.smartpayfuse-test.barclaycard/ebc2

Live environnent: https://admin.smartpayfuse.barclaycard/ebc2

If you require access to a test account, please visit the Smartpay Fuse Developer Hub to create your own
Fuse sandbox.

Smartpay Fuse in partnership with VISA Cybersource

Smartpay Fuse has been created in partnership with VISA Cybersource. You may notice
that some content in this guide refers, or links out to, content that references the
Cybersource brand or Cybersource platform. While Cybersource provides the
Smartpay Fuse technology platform it is important to note that not all features
provided by Cybersource are available on the Smartpay Fuse gateway. Before
integrating, please confirm that the features of Smartpay Fuse meet your needs by
getting in touch here.

Smartpay Fuse has been created in partnership with VISA Cybersource. You may notice
that some content in this guide refers, or links out to, content that references the
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https://admin.smartpayfuse-test.barclaycard/ebc2
https://admin.smartpayfuse.barclaycard/ebc2
https://developer.smartpayfuse.barclaycard/hello-world/sandbox.html

Cybersource brand or Cybersource platform. While Cybersource provides the
Smartpay Fuse technology platform it is important to note that not all features
provided by Cybersource are available on the Smartpay Fuse gateway. Before
integrating, please confirm that the features of Smartpay Fuse meet your needs by
getting in touch here.

2.1 Audience
This document is intended for Smartpay Fuse Merchant users. It gives a brief overview
of the functionality that Enterprise Business Center (EBC) provides.

&) barclaycard | payments
Q Dashboard

53 Virtual Terminal v
@ Transaction Management
Token Management v
@ Device Management v
ﬁ Tools v
D Reports v
I]ll] Analytics v
@ Payment Configuration v
@ Account Management v
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This document is arranged so that each chapter deals with a highest-level heading on
the EBC menu and runs in ascending order. You can use the table of contents to locate
specific sections of interest.

Please note that not all options are available to all users; users are assigned a role
profile by the system administrator, and the role profile determines which options are
available in the EBC.

2.2 Logging in for the first time

Once your LIVE SmartPay Fuse account has been created, or after you have requested
a sandbox account on the TEST platform, you will receive an email containing your
login credentials. This will include:

A link to confirm your Organisation ID and email address, to create your first login

Your Account ID (The name we've given your over-arching Fuse account as part of the
platform hierarchy)

Your Organisation ID (the name we've given your individual SmartPay Fuse account.
This will be the value you predominantly use as the identifier for your SmartPay Fuse
account - for instance, as part of your integration, or in the event you need to speak to
Customer Services etc.

After confirming your details and creating a username and password, you will be
prompted to validate your email address through a One Time Passcode sent to your
registered email address. Follow the prompts of this process to complete account
creation.

Once logged in you will see your home page - the EBC dashboard. From here there are
some quick links available to perform common tasks and configure relevant account
settings.
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2.3 Account level users vs payment MID users

All SmartPay Fuse customers will have their Fuse account configured as part of a
hierarchy. For example, there will be an over-arching account name (Account ID), and
assigned to this Account ID will be your Organisation ID. It is possible to have more
than one Organisation ID per Account ID - for example, if your business has multiple
outlets under one trading name, you may wish to align your business structure with
your Fuse account hierarchy.

2.4 Login multi-factor authentication

Smartpay Fuse employs enhanced security requirements when logging into the EBC,
both on initial and subsequent usage. This takes the form of a temporary passcode
which will either be emailed to you or sent via SMS. This will be sent to the details
configured for your user. If you have not configured and verified a mobile phone
number for your user and wish to do so, please select your username in the top right-
hand corner of the homepage and select My Profile. You can then edit the Mobile
Number field using the Z'icon and follow the verification instructions on-screen. Please
ensure to select the correct country code and omit the initial zero when entering the
number.

3 Virtual terminal

You can use Virtual Terminal to process Mail or Telephone orders (Moto) only. Note:
The Virtual Terminal cannot be used for Customer Present F2F transactions.

3.1 Terminal settings

It is recommended that you review your Terminal Settings before processing any
transactions. We have chosen a set of default options that should suit most customer-
not-present transaction scenarios.

Depending on your Fuse account type, you may not have access to update the Virtual
Terminal configuration. If you do wish to amend any of these settings, please contact
the SmartPay Fuse support team (see section 13, Get in contact).
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The terminal settings are displayed over three pages:

Global - Contains settings such as the Virtual Terminal aesthetics, the payment
methods (which should align to those configured on the account), along with additional
fields. You can also configure VMAAD (MCC 6012) fields on this page along with the
flagging of Mastercard pre-authorizations (all transactions will be flagged as ‘final’ as
standard). You can also enable level Il data fields (where applicable) and additional
merchant defined fields.

Receipt - Contains settings that relate to email receipts, such as additional data you
may wish to include along with the email address you wish these emails to show as
having been sent from. You can also enable automatic receipt emails. Note: You do
not need to enable this to generate receipt emails on an ad hoc basis - please see
section 4.2 Transaction Summary.

Reader - This menu is not applicable at present

3.2 One-time payment

The One-Time Payment screen (also referred to as Virtual Terminal) allows you to
process one-off customer-not-present transactions, and - if required - to store card
information for future use (please see section 7.1 of the guide “M20: Smartpay Fuse
Credentials on File Quick Start Guide~ for details on creating and processing tokens
according to scheme compliance rules).

It is recommended that you supply as much information as possible as part of the
transaction process and avoid relying on default values for relevant fields (such as
email address).

The following details each field and how they should be populated or utilised:
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Transaction type

Sale - submits the transaction for authorization, and if approved, flags it to be settled
automatically

Authorization - submits the transaction for authorization. If approved, capturing the
transaction for settlement will either need to be performed manually via the EBC, or
programmatically via an API call (see REST API integration guide). Mastercard
authorizations are flagged as ‘final’ by default - Please Get in contact if you wish to

change this (see section 13).
Amount

The amount of the transaction. Please enter this as pounds and pence (e.g., for £11.99
enter 11.99).

Order or Merchant Reference number

Please enter a unique reference for the transaction in this field, to help with reporting
and reconciliation purposes. Alternatively, leave this blank and SmartPay Fuse will
generate a value for this field.

Currency

This will be set to GBP by default. If you wish to process transaction using other
currencies, please Get in contact (see section 13).

Billing information

Enter your cardholder’s billing address. Please note, these details will be used in any
address verification check carried out by the customer’s card issuing bank.

Shipping information

Enter your cardholder’s shipping address, if relevant, or copy the billing details into
these fields by ticking the relevant box.
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Payment information
Enter the cardholder’s card details carefully to avoid any unnecessary declines.

You will also be able to tokenise (store) the cardholder’s details from the Virtual
Terminal. You will be required to obtain your customer’s express permission to store
their details.

If you wish to tokenise the card details, please ensure you tick the relevant boxes for
tokenisation and consent before processing the transaction.

Once all the correct data has been entered, selecting ‘Submit’ to process the
transaction. You will be prompted to confirm that you wish to proceed with the
transaction.

Transaction summary page

Once the transaction has been submitted, you will be presented with the Transaction
Summary screen. This contains an array of useful information, including the outcome
of the authorisation process (Result Code field). You can also generate a receipt email
from by selecting the 4 button, populating the email address (if not entered during
the transaction entry) and selecting ‘Send'. If you wish to review the transaction details
in full then you can do so by selecting the Request ID, which will take you to the
Transaction Management menu (see section 5 for more information).

3.3 Batch transaction upload

The Enterprise Business Center provides you with the option to upload a single file,
called a batch file or batch transaction file, containing multiple order requests. The
information you provide for each request in the batch file is the same as the
information you provide for an individual service request.
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You need to use the appropriate CSV template to upload your requests successfully.
After successfully uploading the file, you can review the processing status for both the
file and the transactions within.

The following types of transactions can be uploaded in batch. Each type has an
associated template containing the appropriate fields needed to upload batch files
successfully.

Please note: if you wish to use the Batch facility you must ensure you have
certified yourself with the correct level of PClI compliance. As you will be
collecting and storing cardholder information as part of the batch file creation
process, usage of the Batch facility will introduce a potentially significant PCI
overhead. Please see the following to understand PCl in greater detail.

You must ensure that you have appropriate and robust controls in place aligned
with scheme and PCI DSS rules and regulations when using this functionality
given the use of raw card data; please see PCl and Merchant Procedure Guide
links below.

If you have any questions about scheme, acquirer, GDPR or PCI compliance then
please refer to our Merchant Procedure Guide. If the information you require is
not available in the merchant procedure guide, then please Get in contact (see
section 13).
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Table 1- Available templates

Transaction Type Available Templates
Card Transaction e Authorizations
Sales e Sales

e Sales with Level llI
Captures e Captures

o Captures with Level lll
Credits e Credits

e Original Credit
Transactions (OCT)

Check Transaction e Electronic Check Debits
e Electronic Check Credits
Subscription e Create Subscriptions

e Update Subscriptions
e Cancel Subscriptions

3.4 Download templates to upload batch files

To process multiple transactions at once, download the corresponding template for
batch files in CSV format. If you use Excel, you must import the file. If you open the file,
Excel does not process the CSV formatting correctly. Files must be in CSV format and
cannot be larger than 20 MB.

Add transaction data to the template, and then upload on the Batch Transaction
Upload page.

Q barclaycard Smartpay Fuse © sweport v L) Notifications v R jmajchrz v

u |
Q Dashboard . UPLOAD BATCH ’ DOWNLOAD TEMPLATE df l
Batch Transaction Upload ‘ |

R Virtual Termina X /
One-Tir ent

Search -

(® Ao FILTER

Applied filters: No filters are currently applied

action Manage
Token Management v
m RESET SEARCH
Device Management
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1. Click Download Template. The Download Templates panel opens.

2. In the Download Template drop down, select the type of template you want to
save.

3. Click Download.
4. Follow your browser’s settings to save and open the file.

Important: Depending on the services you have enabled, you may not be able to
upload files for some transaction types. Contact Customer Support if you have
questions about which templates to use; see section 13, Get in contact.

3.5 Upload batch transaction requests

Using any of the provided templates, you can upload a file containing multiple
transactions requests. In one file, you can include transactions that use different
services, currencies, countries, merchant IDs, and card types, thus eliminating the
burden of handling these values separately.

Important:

Each file can only contain one type of transaction. See Table 1- Available templates for a list of
available transaction types.

You can then search for and review the processing status of your file.

1. Click Batch Upload. The Batch Upload panel opens.

ashboard

‘ UPLOAD BATCH ‘ DOWNLOAD TEMPLATE V\
| L

Batch Transaction Upload /

Search -

Qborclogcord Smartpay Fuse © suppor v ) Notfications v R fmajehiz v
Qo
"

’ (® aop FILTER
o . W=
Applied filters: No filters are currently applied
o |
@ o« v
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2. Enter any notes related to this batch of transactions, and an email address to
receive file upload status updates. Click Browse to attach the file that you want
to upload.

Note: Files must be in CSV format and cannot be larger than 20 MB. Use the
provided templates to ensure the file is formatted properly. Please ensure to use
unique batch reference numbers and date/ time stamps.

9_ barcloycard Smartpay Fuse

()

= ~

=¥ w

8 v

E ¥ w

ﬁ - Ratzh Filke Selection *

T o v

BROWSE E REMIOVE |

D Rer g

3. Click Submit. While the file is being processed, the status will change several
times until processing is completed.
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9, barclaycard Smartpay Fuse
O Dashboard rtual Termina

Batch Transaction Upload

Batch Details

 { mat a \ =
S ™ o | T ‘ :
8 ¥
Dey 1a v 2
o ;
{k Port q v
D test@merchant.com

Rep 15

Batch Fe Selection *

U_Oq o g Fle requirements are defined abave
Q > s¥les-TEMPLATE.Csv (1 KB) 'ISPON)I- REMOVE
@ I .y | ——— &= m

4. Once submitted, an on-screen status message will be displayed indicating if the
batch file was successful, or if there were any errors. If you provided an email address
and the batch file validation was successful, you will also receive a confirmation email.

You can then utilise the search function to locate the batch file and review the
transaction status via the add filter button. You will then be presented with an
overview of the batch file and the option to download the file to review the status of
each transaction. For a more in-depth view of each transaction, its status, and any
errors, please search for the transactions within the Transaction Management
menu (see section 4).
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4 Transaction management

The Transaction Management tab provides you with access to a range of reporting and
data filtering options.

4.1 Transactions

The Transactions page displays a list of the most recent transactions (last 7 days by
default). You can search for up to 13 months old by selecting the date range drop down
menu. You can also select the ‘Add filter’ button to filter results based on different
fields (including Merchant Reference Number, Request ID, Token ID, Transaction
Reference Number, Email Address, First Name, Last Name, Account Suffix, Account
Prefix, Account Number, Customer ID, and Authorization Code, etc).

Please note - if you have multiple Fuse accounts linked under one Account ID, any
users logged in at the Account ID level must select the Merchant ID to report on. You
must also configure the correct time zone for your user in order to see the correct
transaction times (please see section 12.1.3).

Transactions

Search
Last 7 Days (GMT) v || (@) addfiter
Saved Search Options:
Saved Search is currently applied
System Default Search v || Actions | v
Applied Filters: Date R e: Last 7 Days (GMT)
Search Results 1-23 of 23 shown Export | ~

Date = Merchant e Num | i Amount Currency Request ID Applications
ber

- - - 40TIEZLVSMSTOBASYTVW 1680694637958002999950000 ®Success  Credit Card Authorization
Apr 052023 11:37:18 AM GM 10504 10.00 GBP

®success  Credit Card Settlement

® success  Credit Card Authorization

Apr 05 2023 08:21:.58 AM GMT CONFEMAILTESTY 6475 GBP £80682918312696/104003 ® Succ
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There may be several line entries with different Request IDs (RIDs) for the same
transaction as a result of the various transaction steps, such as the 3D Secure payer
authentication process. You can use various fields such as the Merchant Reference
and/ or customer data to establish this and tie this data together.

4.2 Applications explained

The Transactions search menu will display various fields for each transaction, including
the time/ date, amount, and transaction references such as the Request ID. Another
important field displayed on this page (and within the individual transaction details) is
Applications.

Amount Currency Request ID Applications

Press Enter ‘ ‘ Press E ‘ ‘ Press Enter to filter results

® Not Run ~ Credit Card Authorization

® Reject  Decision Manager
6805262106986348004002

® Not Run  Credit Card Settlement

® Not Run ~ Partner Risk Controls

® Success  Credit Card Authorization

57.89 GBP 6805252294146334204006 ® Success  Decision Manager

® Success  Credit Card Settlement

® Success  Credit Card Authorization
135.00 GBP 6805249440116573104001

® Success  Decision Manager

This field contains colour-coded applications which allow you to easily identify both the
services invoked and their status/ outcome without navigating into individual
transaction records.
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Example applications include, but are not limited to:

o Decision Manager - Decision Manager is the fraud rule application which will
run in tandem with our transaction applications such as authorization.

e Credit Card Authorization - Checks if funds are available, ring-fences funds for
a period of time (defined by the issuer), and checks if the card is reported as lost
or stolen.

e Credit Card Settlement - Submits authorized transactions (above) for batch file
settlement for funds to be debited from the cardholder and credited to your
merchant account.

e Credit Card Credit - Submits a credit for settled transactions (above) for batch
file settlement for funds to be debited from your merchant account and credited
to the cardholder.

e Voided Transactions - Requests for Authorizations due to be settled to be
removed from batch file settlement (where applicable)

e Credit Card Full Authorization Reversal - Requests for Authorizations to be
reversed with the issuing bank to remove the ring-fencing of funds (where
applicable)

Note: Other available applications relate to specific submission modes and
functionality.
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The colour assigned to the application will allow you to establish the outcome of the

request:
Status Description
Success The application was processed successfully
Failed The application failed due to an error
Not Run The application was not run due to an upstream error
Fraud management tool flagged this transaction for review
Reject Fraud management tool rejected this transaction

Cardholder challenged to provide credentials for Payer
Authentication (3DS)

4.3 Application examples

The examples listed below show some common scenarios of how a transaction will
display within the Transaction search menu.

Note: if you process some applications as part of separate requests they may appear
against different lines of data as multiple transaction entries.
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Status Application View

® Success  Credit Card Authorization

Successful Transaction .

. L ® success  Decision Manager
(authorization + decision
manager + settlement all ® success Credit Card Settlement

successful)

® Failed = Credit Card Authorization

Failed (declined) Transaction o
. ) . ® Early Success  Decision Manager
(authorization failed + decision

run)

® Not Run = Credit Card Authorization

Decision Manager Reject (fraud rules »
. .. . ® Reject  Decision Manager
triggered) (Decision Manager reject +

all other applications not run) ® Not Run ~ Credit Card Settlement

® NotRun | Partner Risk Controls

4.4 Payer Authentication transactions

For eCommerce merchants utilising Payer Authentication (i.e. 3D Secure), please note
that there will be two additional transaction types appearing in the Transaction list in
the Applications column:

Payer Authentication Enrolment: a gateway message sent to check whether the card
range is enrolled in 3D Secure.

Payer Authentication Validation: a gateway message sent to validate the result of
the 3D Secure - for cards that are enrolled.
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Depending o

n your integration, this step can either be separate or combined with an

Authorization request, so it can appear in the same or on separate lines.

Payer Authentication Colour-coding

(@]

Merchant Reference Num
ber

If application is RED: indicates that the 3DS application failed either due to
an error or the cardholder failing to successfully authenticate themselves.
If the application is : indicates that the 3DS application requires
further action (e.g. a ‘challenge’).

If application is GREEN: this indicates that the 3DS application was
successful.

Installment Identifier Amount Currency Request ID Applications

Ref_No 11-04-2023H:46:5
8z

Ref_No 11-04-2023H:46:5
8z

Ref_No 11-04-2023H:45:0
1Z

® Success  Payer Authentication Enrolim

ent

100  GBP 68121733

® Success  Credit Card Authorization

® Success  Decision Manager

® Success  Payer Authentication Setup

Challenge  Payer Authentication Enroll
ment
® Failed = Payer Authentication Validation
6812172092646809304002 ® NotRun = Credit Card Authorization
® NotRun = Advanced Fraud Screen

® Early Success  Decision Manager

® NotRun  Partner Risk Controls

Enterprise BusinessPortal Overview - 23

Restricted - External



4.5 Customize the Transactions List

You can customize the format of the Transactions List by adding, removing, or
changing the order of columns in the list.

Note: At least one transaction must appear in the Transactions List to perform these
functions.

Search Reset search

Export ‘ A4 Edit columns

Amount Currency Request ID Applications

‘ Press Enter ‘ ‘ Press E ‘ ‘ Press Enter to filter results

® Success  Payer Authentication Enrollm

ent
3.00 GBP £6812174780256816304005

® Success  Credit Card Authorization

® Success  Decision Manager

1. Above the Transaction List, click the Edit Columns icon.
2. Perform one or both of the following;:

o Check the box next to each column that you want to display; deselect the check box to hide
the column from view (some columns cannot be removed).

o Place your cursor over the heading name of the column you want to move, then drag the
column to its new location.

3. Click Save.
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4.6 Export transaction search results

You can export transaction search results from the Transaction List in either CSV or
JSON format. The file contains the information displayed in the Transaction List,
including any customizations you make to the list and any filters you have applied.

Note: If you choose to export more than 2500 records Business Center automatically
generates a report for you. When the process completes, you can find the report under

the Available Reports page. See 2 Downloadable reports - Available Reports for more
details.

Reset search

Export ‘ A4 Edit columns

Amount Currency Request ID Applications

‘ Press Enter ‘ ‘ Press E ‘ ‘ Press Enter to filter results

® Success  Payer Authentication Enrollm

ent
3.00 GBP 6812174780256816304005

® Success  Credit Card Authorization

® Success  Decision Manager

1. Above the Transaction List, click the Export icon and choose which file format
you want.

2. Follow your browser's instructions to open and save the file.
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4.7 The Transaction Details page
Click on the “Request ID” to show full details of the transaction:

Details (‘_—)

Order Information

Merchant ID

barclaycard Smartpay Fuse

Request ID 6033631290346773604012

Transaction History

@ supeo

tv 1 Notificatons W

B majhrz v

OC»+®m@ 0D

Request ID
S, Type Request ID Amount Date & Time Status Reason
0336312903467736040
o ey S S0ETT3E00
Credit Card Authorization 6033631290346773604012 10.00 GBP 100
Xip Merchant
MTIZNDUZNzgSMDEyMz  Reference Number _ .
QINjc4OTA AP10000 Credit Card Setziement 6033631200346773604012  10.00 GBP PENDING 100
Dat Em: »
Oct 22 2020 10:38:4
Do Aff?n'.mt Details
= #109°
@ Customer Information Request Information Error Information
Billing Information Client App Client Library
First Name Last Name SOAP Toolkit API e
Juo ALTON Security Key ID Security Key Expiration Date
601 1068140
Address City 6 egifiieﬁmeeﬁ.f 96E140 Aug 112023 02:50:00 AM GMT
Park Road London
State/Province Zip/Postal Code Reason Code Status
/A NS 1AB - rending
Country Device Fingerprint Reply Message Reply
GB Not Submitted 25 P Success
y
Reply Code Score Information
Identity Cade Type
Payment Information Processor Information
Account Suffix Payment Method Processor Approval Code Status AVS Code
1091 Visa 400000 X00000C 109 parclays2 10 pending U - System unavailatie:
address information
Expiration Date Token ID unavatable
> B2A0ESBERDTI SFEFEOS341550E0AT5R Raw AVS Code ACH Result Code Response Code

The Transaction Details page contains several types of information pertaining to the
transaction you are viewing. Depending on the type of transaction, its status, and

services you use in Business Center, one or more of these sections may not appear, or

contain no information.
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Section
Name

Description

Error
Information

Appears only if an error occurred during the transaction. Describes the
error and provides error (reason) codes. Please refer to section 14 for
more information.

Order
Information

Information basic information about the order itself, such as your
Merchant ID, the Reference ID (Fuse-generated reference), and the
Merchant Reference Number (merchant-generated reference).

Transaction
History

Displays all transactions based on the same payment information.

For example, with capture transactions (Credit Card Settlement) the
preceding Authorization will be displayed.

.....

Various actions can be performed on payment, depending on the status
of the Settlement transaction. If the status is Pending, this means that
the settlement transaction has not yet been transmitted to the acquirer.
The transaction can still be voided at this point. Itis

If the settlement transaction has a Transmitted status then it can no-
longer be voided (the VOID button may be enabled but will not have
any effect).
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Section Description
Name

Related Displays subscriptions created using the transaction’s payment

Transaction |information.

S

Related Displays new orders or authorizations created based on selected

Transaction [transaction.

History

Request Describes how the order was processed, such as the Client App (the

Information |integration method), the security key used for the transaction, the
reason code and status, and a list of the applications invoked.

Customer [Contains billing and shipping information (Original Credit Transaction

Information |merchants will see sender/receiver instead).

Similar Provides options to search for other transactions that share similar

Searches attributes, such as the same account number, email address, name or
shipping address.

Payment Describes the payment method used, such as the card type and

Information |obfuscated card data along with the Token ID.

Offer Details

Includes specific line-item information, where applicable.

Merchant
Defined
Data

Displays values for any custom fields used by the merchant.
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Section Description

Name
Full Displays processing history for alternative payment methods, where
Payment applicable.
History
Payer Displays request and response data for payer authentication
Authenticati |transactions, such as the AVV/CAVV, ECI, 3DS Version, and if the
on Authentication Outage Exemption Indicator has been invoked (where
Information |applicable/ appropriate).

Enterprise BusinessPortal Overview - 29

Restricted - External




4.8 Process transactions

When you are working within the “Transaction Detail Page”, the Business Center
provides appropriate next-step actions to progress the state of the transaction. These
next-step actions appear in the top-right of the “Transaction Detail Page” window, for
example the screen below shows a transaction that has been Authorized, for which the
next available steps are “Authorization reversal” or “Settle”:

Transaction Management / Transactions

Transaction Details @ (D Authorization reversal v Settle

Request ID: 6817479583716569804006

Order Information Transaction History
Merchant ID: Type Request ID Amount Date & Time
merchant

Credit Card Authorization 6817479583716569904006 110.00 GBP Apr 172023 05:12:3
Request ID:
6817479583716569904 ’

006

Depending on the type of transaction and the phase it is in, you may be able to
perform one or more of the follow-on actions below:

- Settle: Available for card authorizations that are not settled or reversed.

- Credit: Available for card or electronic check transactions that are settled for
which the amount credited does not yet meet the allowed value. It might be less
than, equal to, or more than 100% of the original transaction amount.

- Authorization Reverse: Available for authorizations that have not been settled
or reversed, provided the processor supports reversals.

- Void: Available for the following types of transactions that are not batched:
credit card settlements, credit card credits, electronic check debits, and
electronic check credits.

- View Receipt: Available for credit card and electronic check transactions that are
settled or credited. Can also be emailed and saved.

- Print Review: Available for all transactions. Displays a print-friendly version of
Transaction Details page.

- New Order: Available for merchants using the Secure Storage (SS). Creates a
secure token based on the selected transaction.
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- New Authorization: Available for all authorizations (sale, credit, settlement with
verbal authorization). Creates a new order that is not linked to the selected
transaction.

- Create Token: Available for merchants using the Token Management Service
(TMS). Creates a secure token that is based on the selected transaction.

- Similar Search: Available for all transactions to help you find transactions
sharing common values with the selected transaction.

- Case Management Details: Available for transactions converted to cases only.
Enables user to accept or reject case on the Case Management page.

- Add Note: Available for Decision Manager transactions only.

- Markup Tool: Available for Decision Manager transactions only.

For New Order, New Authorisation, and Create Token: Please ensure to utilise this
within the confines of card scheme rules surrounding Credential-on-File.

Additionally, each transaction can have one or more of the following outcomes. Each
outcome determines the available actions for that transaction. The result of any
transaction appears in the Transaction List according to the following colours:

Green: successfully processed
Red: error occurred

Grey: transaction not processed (for example, a settlement could not be processed
because the authorization was unsuccessful).
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4.9 Editing the Transaction Detail layout
You can customize the format of the Transaction Detail screen by adding, removing, or
changing the order of the “cards”.

Click on the More options ~ icon and select Edit Layout

. . View Receipt
Transaction History P
d Edit Layout
Type Request ID Amount Date & e :
Credit Card Authorization 6033631290346773604012 10.00 GBP Oct 22 2020 10:38:49 AM GMT
Credit Card Settlement 6033631290346773604012 10.00 GBP Oct 22 2020 10:38:49 AM GMT PEND

L]

Click on the icon to see the list of available cards. Each card displays a
subset of information about the transaction. Select the cards that you want to see in
each of the rows, and de-select any that are not relevant. You can also re-arrange the
placement of the cards on the screen by moving them around the screen using arrows
and row selection icons. Click on the SAVE button when finished, or CANCEL to
abandon your changes. The RESET TO DEFAULT button will restore the screen to its
default layout.

Add Card . +
Customer Information b rnd @
Please select a card or cards to add to Row 1
oloet Cardd Billing Information
| . . ton... ~ | First Name Last Name
! JubI ALTON
+ Additional Information = : &
: Address City
CANCEL r
D Authenticate Response Fi ! Park Road London
elds i . .
State/Province Zip/Postal Code
[ Delivery Address Verificat N/A N9 1AB
on H right o . .
5 o Country Device Fingerprint
i - ni
jue [ Enhanced Payment Deta ) ¥ GB Not Submitted
s i
nt brary
BR[O rull payment History -
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4.10 Transaction by phase

The Transactions by Phase option allows you quickly and easily view transactions in
any phase of the processing cycle:

9
O
g

o

]

]

@ B |

O % @2

Settlements Pending Batch: Use this filter to find transactions that were settled
by the merchant in the past 48 hours but that are not yet forwarded by Business
Center to the backend processors to fulfil a transaction. You can also choose to
export search results or void any transaction that does not require further
processing.

Authorizations Ready to Settle: Use this filter to find authorization
transactions that are not settled. You can hide selected transactions from future
searches; use this option when you know that you will never capture an
authorization for the transaction (for example, fraudulent or cancelled orders).
You can also choose to quickly settle, auth-reverse or hide selected transactions.
Authorizations Needing Review: Use this filter to find authorization
transactions flagged for review for either Smart Authorization or Authorization
Code Needed reasons. You can hide transactions from future searches; use this
option when you know you will never capture an authorization for the
transaction (for example, fraudulent or cancelled orders). You can also quickly
settle or hide one or more flagged transactions.

Exception Search: Use this filter to review details, including the reason, of
transactions that encountered an error during processing. This data can also be
found in the Transaction Exception Detail report.

barcloycard Smartpay Fuse @ sopport v L) notcstons v &, Imachz v
Dashbeard ! N -
Transactions by Phase
g Virtual Termina ~
. Search
demo_transacting2 “ | |Authorizations Ready to S v | |Last 7 Days(GMT) w
Applied filters: Me demo_transacting2, Phase: Authorizations Ready to Settle, Date: Last 7 Days(GMT)
ment ~
.
. SearchResults: 1-30f
v O Date Merchant Reference Number Request 1D Merchant ID
O
v
a eme !
O M GMT
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4.11 Secure acceptance search

Use this search to find and review details for transactions processed through Secure
Acceptance checkout. The search filter defaults to the current date, but you can include
up to the previous six months of transactions, as well as filter by the following values:

- Account Suffix

- Last Name

- Merchant Reference Number

- Transaction UUID

- Request ID

- UUID/Merchant ID (available for reseller users)

An additional feature of the Secure Acceptance search list is the ability to access a field-
level log of the request and response messages for the transaction. Click on the
“eyeball” icon in the Logs column to view the log:

iSecure Acceptance Transaction Details! X Secure Acceptance Response Log
Sesienianioaiers S HeRsRe RramesRansesnr amen s auth_amount auth_avs_code
Summary Information auth_avs_code_raw auth_code
Merchant ID Profil = o
demo_transacting2 auth_cv_result auth_cv_result_raw
Request ID Decision auth_response auth_time
ERROR 0 2020-09-18T071425Z
Message bill_trans_ref_no card_type_name
Request parameters are 7011762162 Mastercard
invalid or missing
decision decision_case_priority
ACCEPT 1
Secure Acceptance Request Log decision_early_rcode decision_early_reason_co
de
access_| action 100
c30 bcBatb new
decision_early return co decision_rcode
de 1
amount controller
95.00 hop_payment
decision_reason_code decision_return_code
currency locale g 132000
EUR en
decision_rflag decision_rmsg
posturl profile_id SOK Service processed
https:/testsecureacceptan  F
ce.cyberso
merchant_id message
reference_number signature emo_transacting Request w
889 ayQojjpBasu

70/4k81Ufg

payer_authentication_ac  payer_authentication_en
s_transac! roll_e_commerce_indicat

signed_date_time
2020-09-18T0 5 b
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5 Decision Manager (fraud tools)

If you have elected to use Decision Manager fraud tools, you will find documentation
for this within the Decision Manager menu of the EBC. If you would like to discuss
fraud tools further, then please Get in contact (see section 13.

6 Token management

6.1 Dashboard

O Dashboand 2

-

B prigrwe 36 Tokers

O O
O

Created: 19 Tolksns

B

BRED S

Upsated: ? Teker

The Token Management dashboard enables you to view the number of tokens that
have been created and retrieved over a given period. You can choose from the
following options:

- Choose a date range from today up to the past six months

- View results by token type breakdown or trend over time, using the View Buttons
on the top right of the screen.

- Export token breakdown results to a CSV, JSON, or XML file

6.2 Tokens
Business Center's Token Management Service (TMS) tokenizes, securely stores, and
manages:

- Payment card PAN
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- Payment card expiration date
- Customer data
- Electronic check data

The Tokens option allows you to search for existing tokens, based on a date range and

a number of other filters:

- Zip/Postal code

- Lastname

- First name
- Merchant-defined data (MDD)

Token Management
Tokens

Showi

ng 1-100f 10 tokens from  (ECEETIES

Token List

(]

000040 8 IE O 18 O (g

Date ~

Oct 22 2020 13:14:55..

Oct 2 20 13:09:15

Oct 22 2020 13:08:52..
Oct 22 2020 13:08:16..

Oct 22 2020 13:07:56..

Oct 22 2020 13:07:17.

Oct 22 2020 13:05:39...

Oct 22 2020 13:04:50
Sep 28 2020 11:30:11

Sep 172020 15:41:52

Viewing Token Details

Token ID

Status

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE

ACTIVE

Instrument Identifier...
70100000001208411

70100C 089370.

70100000000

70100000000

70100000000173742...

70100000000

70100000000173742...

70100000001208411

70100000000202737..

70100000000154510.

Select the Token ID to view the token details.
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ADDA

AUBERTA

. JOHN

JACK
JOHN
JOHN
JOHN
JOHN
JACK

MICHAEL
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Last Name
STRIGA
GREATLAND
DOE
TOKEN

DOE
TOKEN
TOKEN

DOE

BLACK

BROWN

Email Card Type
princess@temeria.com visa
agreatlanda@usnew. visa
Jd2@]d24u.com visa

[t@tokenisation1.com

jd@tokencreator2.com  vis:

|t@tokenisation1.com

jt@tokenisationl.com  visa

test@test.com

Jackblackaf6149@us.

jacksmith@gmail.com  visa

+ CREATE

Account
41111100000
493606X00000

42424200000

142)X00000
4242425000
42424250000
4242420000
411171100000
417500X00000

400000X0000C



Editing Token Details

Click on the Pencil icon to edit the token details.

Transaction Management

Tokens: Payment Instrurment Token BOSE391DA31CE342E05341588E0A6C14 & aacktomesuits B8

Payment Instrument BOSEINIDATICAI4FEO5241 SRRE0MEC12

Billing Infarmation Payment Infermatian

Nams ALIBERTA GREATLAND Card Typa wisa

Addrass 40 Hargan Cowrt Account Number EEES LT TS
City Rochdabe Expiration Date 1221

Seace Hi% Instrament kentlier A0 DOO000000ES 3T
Pestal Code GISAZ ms

Country Liniced Kirggdom Sranus ACTIVE

Ernaal agreatlanda@usnewscom  Paymant Account

Fhona Rulerance

Company

Payment History List

Application Ferguest i Amour®t Oate and Time Merchunt Reference Number
Credi Card Authorization P — Al ——
e GO A O TN L0050 09-28-20 114521 GMT TC5017.3

B0 ST ASE0THD0400T 00 GRP 0603820 1135510 GMIT Ereate_Rokien
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The Update Token screen appears and the details stored under the token can be
amended:

X Update Token

-

Currency
United Kingdom (Pound Sterl...

Company Tax ID

Card Information

Credit Card Type *

Visa

Credit Card Number *
493606xxxxxx7015

Expiration Date *
December 2021

Billing Information

First Name * Last Name *
AUBERTA GREATLAND

-

CANCEL SAVE

Click SAVE when finished or CANCEL to abandon your changes.

Deleting Tokens §

Tokens can be removed from the system by selecting the check box on the left of the
search list and clicking the Delete icon. There is also a Delete icon on the Token Detail
screen.

Creating Tokens Manually

Tokens can be added, manually, by clicking the + CREATE button.
Note: If you plan to create tokens for use with payments please do so via the Virtual
Terminal or via an integration. Please Note: Scheme rules dictate that tokens created

for payment must be validated against a successful authorisation.
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On-Demand Payment B

The On-demand payment option (a credit card icon) on the Token Details screen allows
you to generate a payment manually using the selected token. The user supplies the
amount, currency, order number/merchant reference and whether an Authorization or
Sale is required. The card details are pre-filled (“M20: Smartpay Fuse Credentials on
File Quick Start Guide).

Q Dashboard Payment Tokenization
On-Demand Payment
“g Virtual Termina W
P Transaction M erment . .
Transaction Management v Tokenization Information @ ~
@ Decision Manager v
Token ID
Token Management ~ BOSE391DA31CE8342E05341588E046C14
Dashboard
Tokens
Order Information A
@ Device Management v
ﬁ Total Amount* Currency*
Tools v
55.58 United Kingdom (Pound Sterl...
D Reports v
Comments
l]ul] Analytics v
@ Baviertl@ntieiatoy A Order/Merchant Reference Number
@ Account Management v 1-23456
Payment Information A
Payment Type*

Transaction Type*

Sale

Card Type*®

Visa

Credit Card Number*

493606xxxxxx7015

Expiration
Date

Decem... J 2021
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7 Device management

The Device Management menu is not currently applicable to Smartpay Fuse at this
time.

Tools - invoicing

110 ine_dema_sost | Ve e deme. Currontly ogged o teat sarver

S8 ®
{

enED

° °

The Invoicing service generates a secure payment link that can be automatically
delivered to your customers by email. When the customer clicks the link, they will be
redirected to a fully secure hosted payment page that may be customised with your
logo and branding.

Invoice transactions are displayed in a separate list as above, but they may also be
viewed and managed in the main Transaction Management list (see Section 4). From
here, you may 'RESEND’ or 'CANCEL’ the invoice.

By clicking on the Invoice Number, it is possible to amend the invoice by clicking the
‘Edit’ button. The customer will always access the most recent version of the invoice
when clicking on the payment link.
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View Invoice @

History
Date Description
May 2rd 2023 842 AM IMeOice: sent
My 3rd 2023 B42 AM vace saved

First Name: Janet Imvwcsic o Mumbod B4T4ISTTO

Last Name. Due Date: May 3ra, 2023

Emait: [nerwmanc Gvisa com Status Sent
‘Currgnt Balance: 50.00 GBP
Partial Payment Allowed H

By clicking ‘Settings’ from the main Invoice screen, it is possible to customise the pay
page and the email that is sent to the customer.

Customise your invoice:

Invoicing / Manage Invoices

Invoice Settings @

CUSTOMIZE YOUR INVOICE CUSTOMIZE YOUR EMAIL CUSTOMIZE PAYMENT OPTIONS

Your Business Logo:

Hong Yoga Enter your business name
Hong Yoga

1High Street
London, WC11A4
08001234123

If checked. VAT will be applicable to all your
£128.00
.

NEW INVOICE DLearn more
Due on May 22nd, 2023

. . Header background color:
Invoice Details grou

Invoice To Invoice Date Irvoice Number Customer ID st l:’
Customer Name May 22n4, 2023 1 12345

Item ID Item Name Quantity Price Item Discount Tax Amount Header font color:

[—
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e C(lick‘'Choose Logo’ to upload your own business logo to the pay page

e Enter your business name to appear underneath the logo

e If your invoices are subject to VAT, select ‘Show VAT Number’ and enter your
VAT number into the box below

e You may also enter the HEX codes for the header background and font colours
so that they exactly match the colours on your website, and choose your display
currency

e The address will be automatically copied from the business address that has
been specified in the Account Information (see Section 12)

Customise your email:

Invoice Settings | © )

CUSTOMIZE YOUR INVOICE CUSTOMIZE YOUR EMAIL CUSTOMIZE PAYMENT OPTIONS

Email language

Add a custom message.

— Cancel

You may add a custom message to the email to provide assurance to the customer that
the email is genuine.

You may also choose to send automatic email reminders for unpaid invoices by ticking
the email reminders box.

Create an Invoice
e Select‘Create Invoice’ from the main Invoice screen
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I/’l \I
Create Invoice \ * )

Item Total

Totsl Items. Amount

Total ltems Drzcount

Subtotal

Total 000 GBP

=N ] =

Complete the required fields (those with an asterisk are mandatory)

If required you may enter a discount (as a value or a percentage), shipping cost
and specify a tax rate

By clicking ‘Allow Partial Payments’ you can allow your customer to make
multiple payments against the same invoice up to the total amount of the
invoice

Click 'Send Invoice’ to send an automated email containing the payment link to
the email address entered on the invoice

Alternatively, click ‘Copy Invoice Link’ if you want to send the link via a different
method e.g. messaging service:
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The invoice has been created X

=] -~

The unpaid invoice will be visible immediately in the invoice list
If you have chosen to automatically send the invoice by email, your customer will
receive the email containing the link to 'VIEW AND PAY INVOICE":

Hello Janet Newman-Carty,

You have a new invoice from Hong Yoga for 500.00 GBP due on 2023-05-22.

Further to our telephone conversation, please find your invoice for the session on Wednesday evening attached. | look forward to seeing you there. Kind regards, Hong.

VIEW AND PAY INVOICE

Hong Yoga
1 High Street

London , WC1 1AA

0800 1234 123

e On clicking the link, the customer will be automatically redirected to the secure

hosted payment page formatted for their device e.g. laptop, phone:
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The customer simply needs to enter their card details into the Payment Details
section. They can view the invoice details and print it out if desired by clicking on
the printer icon

After clicking 'SUBMIT PAYMENT' the screen will refresh to display a Paid
message, which they can choose to print (the customer will also receive an
automatic email receipt upon payment)

The invoice will immediately change to Paid status in the invoice list and will
show as a PENDING settlement transaction (authorised and captured) in the
Transaction Management section.
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8 Reports

8.1 Transaction reports - Payment Batch Summary

Q barclaycard Smartpay Fuse @ sueort v LA Novfications v & jmajchrz
Q Das Transaction Reports
Payment Batch Summary w
2 v -
. for (g £4R
w PM
B oe ;
- Amount Transactions
2 Tea ~
TR Fon ~
O e ~
.

anagement 1
ransaction Reports
Payment Batch Summary
Downloadable Reports _
. —
on e e
Mastere MasterCard m visa

Payment Description

&

MasterCard

@
<

The Payment Batch Summary report provides high level data regarding total sales and
refunds by currency and payment method. This can be used for individual Merchant
ID's, or at the Account level. By default, the report includes data for one day, but you
can also choose to view by the week or month. If desired, you can export the data to
either a CSV or PDF file. Alternatively, please refer to the Downloadable Reports
section if a full and detailed breakdown of transactions is required.

This type of Can view this information
user

Account level Total account value (sum of all merchants) or individual merchants
in your account

Merchant Total value of your account
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To view the Payment Batch Summary report:

1. In the search toolbar, select the Frequency filter you want to include in the
report.

2. Based on the Frequency selected, choose the specific day, week, or month you
want to review.

Only months which have already occurred in the current year display in the
Month list - to view all months of a previous year, select the year first, then
choose the desired month.

3. Select the Currency code of the transactions you want to include.

4. To view results from the period prior to or following the selected period,
click Previous or Next below the search toolbar.

The results can also be exported via the export button in the top right in either PDF or CSV formats.

8.2 Transaction reports - Payer Auth Summary

Dashboard Transaction Reports

Payer Auth Summary

ad D

gEMent CISISOIOIRISE Date Range: Month: July-2020 (@) RESET

MasterCard ~

Transaction Result SPA Failure (ECI = 1) SPA (ECI =2) Internet (ECI =7)

Amount (Count) Amount (Count]

o 0

.DOvym@Een

Visa ~

Transaction Result VbV (ECI = 5) VbV Attempted (ECI = 6) Internet (EC1=7)

You can generate the Payer Authentication Summary report to track enrolment and
validation services performance. The report includes the number of transactions and
total amount for groups of transactions based on each currency and card type you
support. Use the information to estimate how your transactions are screened by payer
authentication: successful, attempted, or incomplete. By default, the report includes
one data for one day, but you can also choose to view by the week or month.
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To view the Payer Authentication Summary report:

1. In the search toolbar, select Date Range you want to include in the report.

Account level users must select a merchant as well.

2. Based on the Date Range selected, choose the specific day, week, or month you

want to review.

Only months which have already occurred in the current year display in the
Month list - to view all months of a previous year, select the year first, then

choose the desired month.

To view results from the period prior to or following the selected period,

click Previous or Next below the search toolbar.

8.3 Downloadable reports - Report Subscription Management

&d
<

Reports / Downloadable Reports
Report Subscription Management

B

~ Search

E

% =
<

Applied filters: No fiiters appiie

Transaction Reports

Copy More Name + Typa = Enable Froguency &

Create custom subscription

m fleset searc "

This menu option allows you to manage your report subscriptions. The following
standard reports are enabled by default, however we recommend you create your own

custom report subscription (See 9.3.1):

Exception Detail Report
Invoice Summary Report
Payment Batch Detail Report
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- Processor Events Detail Report
- Transaction Request Report

In order to enable reports within the “Standard Report Subscriptions” tab, you can
select the ‘More’ button (in-line with each report) in order to change the report status
(enable/disable), the frequency (Daily/Weekly/Monthly) and the format (CSV/XML). You
can also remove any subscriptions that you no longer need. When the report is ready
for consumption you will see this within the “Downloadable Reports> Available
Reports” menu (see 9.4).

There are also several non-standard report templates available:

- Processor Settlement Detail Report

- Funding Detail Report

- Chargeback and Retrieval Detail Report
- Deposit Detail Report

- Fee Detail Report

- Decision Manager Detail Report

- Conversion Detail Report

- Subscription Detail Report

- Payer Authentication Detail Report

8.4 Creating new custom report subscriptions

Use the Custom Report Subscriptions tab to create subscriptions for these reports. To create
a new report:

1. Click Create Subscription. The Create Report Subscription page appears.

Reports / Downloadable Reports

Report Subscription Management

Search

Applied filters: No filters applied

2. Configure the report as required including the file format, frequency, name, report
type, time zone (we suggest ‘Europe/London - (GMT00:00) Greenwich Mean Time’), start
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time and any additional fields. One report you may wish to configure has been
included below for the purposes of settlement/ reconciliation support:

Frequency - Recurring report subscription

Report Type - Payment Batch Detail Report

Subscription Frequency - Daily

Credit Amounts - Display credit amounts as a negative value (selected)

Create Report Subscription
Basic Report Setup

*=required

@ CSV
O

Daily v

Advanced Report Features
Credit Amounts Naming Convention

Display credit amounts as negative O SCMP

Another example of a custom report you may wish to create is a (Report Type)
Transaction Request Report. If you process both eCommerce and Moto transactions
you can add the additional reporting field eCommercelndicator, which will populate
an ‘M’ for any Moto transactions.

3. In the Naming Convention field, select how you want the field names to appear in
the report: SOAPI displays most field names in camel case (e.g.
FirstName); SCMP displays most field names with underscores (e.g. first_name).

4, Although many useful fields are included on reports as standard, you can re-order
and add/ remove additional fields using the Report Fields section below. Select ‘Add
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report fields' for a full list of additional fields. Reports can also be configured for
specific submission methods and payment channels if required.

Application Connection Method

|/\|I v All v

Payment Channel

|/\|I v

Report Fields

Select order number option to rearrange report fields to appear in the order you want in your report.

| Q

Remove Order up Down Type Description Group
\l/ J, RequestiD Transaction request identifier. Request
‘q a9y db TransactionDate Date transaction took place. Request
T 1l MerchantiD fr);ir:((;j:_e merchant ID used for Request
+ 4 BatchiD CyberSource transaction batch identifier. Batch
B T 4 BatchDate DDate batch was sent to processor, Batch
‘ ~ | T J status status of batch file. Batch

e /Tl T LocalizedRequestDate Localized request date. Request

@ Add report fields

5. When completed select Create in the bottom right of the page. A success message will be displayed
and you will be redirected to the Report Subscription Management page. Your new report
subscription will appear within the Custom Reports Subscriptions tab. When reports have been
generated, they will appear within the Available Reports page (see 9.4).

8.5 Saving an existing report as a new subscription

You can also create a new report based on an existing custom or standard subscriptions.

To create a new report or subscription based on an existing report:
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1.

8.6

Click either the Custom Report Subscriptions or the Standard Report
Subscriptions tab. Next to the report, you want to copy, click the 2l icon. The
Save New Subscription page appears.

Configure the report based on your requirements (as above) and select Save as
at the bottom of the page.

. The new subscription will appear in the Custom Reports Subscriptions List.

When generated reports are available within Available Reports (see 9.4).

Important: You must change at least one value to save the new report and all
reports must have a unique name.

Modifying custom report subscriptions

To edit report subscriptions:

1.

2.

3.

Note:

Click the Custom Report Subscriptions tab. In the row containing the report
you want to edit, click the icon. The Edit Report Subscription page appears.

Important: you must change at least one attribute or field to save the report.
When you are done, click Edit to save your changes.
Click Confirm.

Reports can also be downloaded using the RESTful APIs. This functionality is

described in detail on the Smartpay Fuse Developer hub (see API section).
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8.7 Downloadable reports - Available Reports

irtual Terminal ~

~ Reports / Downloadable Reports
) Creati
e - - Available Reports
Token M v Search
B oevicem v
Jg oo Last 6 Months (America/le v | | A v
. v
Applied Filt: F ast 8 Months (America s_Angeles), T
0 rer . pplied Filters: rica/Los_Angeles).
h m
I R d ports hird-P: 9 t:
Downloadable Reports
| Ava Search Results Show
Man
Download File Type Name & Status + Type ¢ Frequency *
lag 4 v
9 ray ~
& . 0 ﬁ o
o5 csv R Report ® Compiet Payment Batch Detail Report
oA cs P Settiement Report m m h Detail i

The Available Reports menu will contain the reports generated based on the report
subscriptions you have configured within Report Subscription Management (see 9.3).
This will include both one time and recurring reports.

The following types of downloadable reports are available in the Business Center,
depending on your reporting history and usage:

e Standard Reports: contains reports based on pre-defined report subscriptions.

e Custom Reports: contains reports that the user has created or customized using a pre-defined
report.

e Classic Reports/ Third-Party Reports/ Legacy Reports: not in use.

Note: A tab may be empty if there are no reports in that category to display - Please
ensure you have generated the required report within Report Subscription
Management (see 9.3).

To download available reports:

1. Click the tab containing the report you want to download (e.g. Custom Reports).

2. In the Download column, select the download icon.
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3. Follow your browser’s instructions to open and save the file.

Only reports that have successfully completed generating and that contain data include links.

9 Analytics

The Analytics dashboard enables you to view summary data for your authorizations, captures, and
settlements, as well as view more detailed information. This is useful for spotting data trends and will
also allow you to view and export data employing a variety of filters.

Note: Analytics is currently only available to display data in USD

1. On the left navigation menu, click Analytics.
2. Under Historical, click Classic.
3. Perform one or more of the following actions:

Use the filters in the Search toolbar to select the merchant(s) data you want to view, as
well as the period to include, then perform one or more of the following actions.

You can perform the following actions for Authorizations, Captures,
and Settlements:

1. Click Show or Hide Top 3 Currencies: Displays or hides success/decline
information broken down into top producing currencies

Analytics

Dashboard

Showing data with filters. (EEEIERsEVEE SR NI e

Authorizations © 604 Captures © 190
Successes 562 93.05% Sales 180 94.74% + 3500%
$182,827 (Totalin USD)  93.05%  +5520% $137,517 (Total inUSD)  94.74%  +3500%
Declines 42 6.95% +2000% Refunds 10 526% +400%
$14,131 (Total in USD) ~ 6.95% +2000% $6,244 (Total in USD)  5.26% +400%

Show Top 3 Currencie of total Vs last & © Show Top 3 Cumrengie: of total vs last 6
Show Top 3 Cunencies Show Top 3 Cumencies .
: count months e : count months
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2. Under View By, click Show Count or Amount: Switches between count and
amount views

Authorization Count by Dimension [Top §) View by:
BY CURRENCY BY PAYMENT TYPE  BY COUNTRY BY PROCESSOR ST
METHOD @ count
() amount
Réporting as:
usD

3. Select Reporting As option: Applies selected currency as default display

Authorization Count by Dimension (Tep 5)

View by:
BY CURRENCY BY PAYMENT TYFE BY COUNTRY BY PROCESSOR Show:
METHOD @ Count
() amount

Reporting as:
UsD -

4. Select Transaction Status: Filter data to display successful, declined, or both
types of transactions

Authorization Count by Dimension (Top 5)

View by:
BY CURRENCY BY PAYMENT TYPE BY COUNTRY BY PROCESSOR Show:
METHOD ® count
O Amount
Reporting as:
UsSD >

E Transaction Status:
Successes And Declines Y

5. Under Filter by Dimension, you can select Currency, Payment Type Method,
Country and/or Processor to display only data for the selected dimensions
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Filter by Dimension:

Currency:

GBP M

Payment Type Method:

Visa M
Country:

United States e
Processor:

barclays2 -

6. Under Time Period, select Date Range: Displays data for selected time period

Time Period:

Date Range:
Last Month v

. Show Percentage Change

@ Sshow Tabular Data

% EXPORT DATA

7. Show Percentage Change: Switches view from amounts to percentage of
change over time

Time Period:

Date Range:
Last Month v

. Show Percentage Chang¢‘

@ Ssnow Tabular Data

2 EXPORT DATA

8. Show Tabular Data: Switches summary data to table view
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Time Period:

Date Range:

Last Month B

. Show Percentage Change

@ show Tabular Data @

* EXPORT DATA

9. Export Data: Enables you to download tabular data displayed

Time Period:

Date Range:
Last Month -

. Show Percentage Change

@™ snow Tabular Data

& EXPORT DATA ¢

10.Select Split Share by Dimension: Displays data over time broken down by
selected dimension

Authorization Summary
Transactions
140

105

) .

a0 2020 ceb 2020

Split Share  pg Split -
by
Dimension:

Count
-~
=1
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10 Payment configuration

10.1 Digital payment solutions

The Digital Payment Solutions option allows you to configure the following payment
methods:

- Apple Pay
- Samsung Pay

Note: Google Pay is configured as standard such that you can implement this by
following the integration guides - This does not require any configuration within the
EBC.

Use of these payment methods is described fully on the Developer Hub (please refer to
the Payment Acceptance section). Depending on your Fuse account type you may not
have visibility of all digital payment methods. If you do wish to request any of these
additional methods, please Get in contact with the SmartPay Fuse support team (see
section 13).

10.2 Payer Authentication configuration

Payer Authentication services enable you to add support to your web store for card
authentication services, including Visa Secure, Mastercard and Maestro Identity Check,
American Express SafeKey, Diners and Discover ProtectBuy.

The Payer Authentication Configuration option displays your Cardinal Cruise
Credentials, which are required to support these services.
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g barclaycard Smartpay Fuse @ support v L Notifications v L jmaichrz v

a
2

@

O s $ @&

ol

=]

Dashboard

Virtual Terminal v

Transaction Management v/

Token Management v
Device Management v
Tools v

Portfolio Management v

Reports v

Analytics v

Payment Configuration A

Digital Payment Solutions
| Payer Authentication

Configuration

Key Management

Account ID demo_account_mid_acct | Merchant ID demo_transacting2 | Currently logged into test server

Payment Configuration

Payer Authentication Configuration

Cardinal Cruise Credentials UPDATE LIVE CREDENTIALS

Cardinal Cruise credentials are required for 3DS 2 Payer Authentication. Contact Cardinal or your CyberSource representative to receive these values.

Org Unit ID
5f32b78d6670be77402ad545

API Identifier AP| Key
5f32b78de9d4487910bffee a7636b29-3546-42f3-bch7-6104a8d78254

10.3 Key management
Depending on the way that you connect to and use payment methods, you need to

generate secure keys to use in authentication for transactions. You can create,
deactivate, or delete keys using this menu.

Q barclaycard Smartpay Fuse @ support v L) Notifications v £ majchiz v

)

=]

oo

B 0

D s % @

&

Dashboard

Virtual Terminal ~

Transaction Management s»

Token Management ~
Device Management w
Toals w

Portfolio Management

Reports ~

Analytics (¥

Payment Configuration A

Digital Payment Solutions
Payer Authentication
Configuration

| Key Management

Secure Acceptance Settings

Account 1D demo_account_mid_acct | Merchant|D demo_transacting2 | Currently logged into test server

Payment Configuration
GENERATE KEY
Key Management

sSing @ Key Subtype: All Keys @ Context: Test @

Showing 2 keys (LGENERIEHERIELEEE + ADD AFILTER

Key List
Keys Key Type Authorize.Net K... Creation Date « Expiration Date Status
O 6d01a28caeef8ebi10eebfl... SOAP 2020-08-11 16:50:48 ...  2023-08-11 16:50:00... .~ Active
O <307984985¢63734bc8al..  Secure Acceptance 2020-08-1207:14:59 ...  2022-08-1207:14:59... . Active
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10.4 Transactional security keys

The table below represents the list of keys required for various integration methods.

Please note: For merchants using Secure Acceptance, the process to generate the
required keys will be described in detail in separate documentation.

Secure Shared Merchant
Used to create a Header and a
Acceptance Secret key server

Signature of the authentication
request from merchant server to
Smartpay Fuse server to get Flex
Microform keys.

Flexible Token

Hosted Key Serial
Microform Number
(Flex Microform)

Password (with MID name as a Merchant
login) for transaction server
authentication

Transaction
SOAP Toolkit APl  Security

Key

Shared Used to create a Header and a Merchant
Report Secret key  Signature of the authentication server
downloading via request from merchant server to
RESTful API Key Serial  Smartpay Fuse server for REST API
request Number request (the same as for Flex

Microform integration).
All keys are created in the Business portal.

It is recommended that merchants either create a new user login account with
Transactional Security Key management privileges or allocate such privileges to an
existing single user login account. This account should be used to create all necessary
keys.
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Note: Separate Security Keys will be required for the TEST and PRODUCTION
environments (i.e. a Security Key generated within the Test environment will not allow
transactions requested to be submitted in the Production environment.

It is recommended merchants handle Merchant ID Security Keys in the following manner:
e Limitread capabilities to the key files to only essential processes and personnel.

e Never leave key files in a location that can be scanned/served by a web application/server (i.e.
leaving the keys exposed by Apache’s HTTPD server).

e If keys must be transmitted electronically, utilize software like PGP encryption to encrypt the key
contents during transmission.

e Keep automatic reminders scheduled to manage key expiration dates. You can track this within
the Key Management menu by referring to the Expiry date field.

e Remember to generate separate keys for Production and Test; keys are non-transferable between
the two environment types.

e Have the ability to swap out the Security Keys being used within 60 seconds if needed.
Merchants will receive email notification 60 days prior to Security Key expiration. Regular notifications are
sent until the keys are updated. Please ensure that contact details for each Merchant ID account are kept

up to date within the EBC. It is recommended to use an alias/mailbox, rather than a specific user, as
communications related to key expiration will be forwarded to these contact email addresses.
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10.5 SOAP API security key generation

Please note: We recommend utilizing the REST APl integration method where possible as this is the latest
integration method.

To create Security Keys for SOAP Toolkit API integration method, select Payment Configuration -> Key
Management menu and click + GENERATE KEY:

&) barclaycard Smartpay Fuse © swonty L) Noshators v etz v
(O pashboard Account 1D demo_account_ mid_acct | MerchantID demo_transacting2 | Currently logged into test server
N3 vVirtual Terminal v

)

Payment Configuration
Transaction Management v Key Management m

Token Management v
BICOVILEPRTSRE Key Type: Transaction Processing @ Key Subtype: All Keys @ + ADDAFILTER

B Device Management  +

Key List
22 Tools v

Keys Key Type Authorize.NetK... Creation Date = Expiration Date Status

¥R Portfolio Management v

O 6do1a28caeef8e610ee6fl... SOAP 2020-08-11 16:50:48 ... 2023-08-11 16:50:00 ... .~ Active
D Reports v

QO 307984985¢63734bc8al...  Secure Acceptance 2020-08-1207:14:59... 2022-08-1207:14:59... .~ Active
l] 0 Analytics v

ﬁ Payment Configuration A

Digital Payment Solutions
Payer Authentication
Configuration

‘ Key Management

Secure Acceptance Settings

In the pop-up window, the user should select Transaction Processing and click NEXT STEP.

Key Management

Create Key

© selectkey

Select a key type

What type of key are you creating?

@ Transaction Processing
O API Cert / Secret
O PePKey

Message Level Encryption Key

CANCEL NEXT STEP

Then select SOAP and click SUBMIT.
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Key Management

Create Key

° Select key o Select option

Select a key subtype

For Transaction Processing key type, type of key sub type are you creating?

QO simple Order
® soap
QO scue

O Secure Acceptance

Key Configuration

The SOAP Toolkit API authenticates using a base-64-encoded transaction key represented in string format. The SOAP API
generates a key you can copy to your dipboard or download as a text file.

& PREVIOUS STEP CANCEL
The SOAP Toolkit APl key will be generated and presented in the same pop-up window. You can copy and
paste it or download it to a text file.

Key Management
Create Key

Soap toolkit key
‘You may download this key one time from this screen

Key
xscZilBg3iusjKmVmeY FDPMVY+CddeNNKHvw4kNIEBAS:Z GUxY 2aXH+5HCNTPjk+wDPFZOLIV
m/EBLIcDY.J66002z9C4CINfgoO+Cuinob3F3wUcNY 6FEy2m3NTXPOh1etcaSEaPnMhrzdbz5XN+
d¥cqvDiBfmPolRL1oMHvBsJDZulLdYN0gBal/dJG64S0uiHbY S 03vafeE9ZMOEpH2X ci9dVnBse Q6
NinVkTgxAJMwCHwM2BSILItLeWpedxaHBKNm+FiguAlng/v110odkE1SggFYRj8BMxVOns GriFjOF2
B+i0O7zTmVE4+gbTe+DadUFAHNgIT45i880Fg==

# DOWNLOAD KEY

KEY MANAGEMENT CREATE ANOTHER KEY

Click KEY MANAGEMENT or CREATE ANOTHER KEY when you have finished. Once you
have moved from this screen, it will not be possible to view/download this security key
again. The new key will appear at the bottom of the Key Management list.
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10.6 Flex Microform & REST API security key generation
The same pair of keys (Shared Secret key and Key Serial Number) is used for Flex
Microform integration and REST API report downloading.

To generate Flex Microform and REST API security keys, select Payment Configuration
-> Key Management menu and click the + GENERATE KEY button. The following dialog
will appear:

ashboard / Create Key

Create Key

Key Types

Select a key type from the options below.
Recommended Key Types

REST APIs
The REST APl is our latest solution for developing and deploying solutions on the Payment gateway platform

ails for RE

@ REST - Shared Secret

O REST - Certificate

Simple Order API
Simple Order API enables you to access payment gateway services using name-value pairs, XML, or SOAP toolkit

Is for Creating and Using Keys

O Simple Order API

Select REST - Shared Secret option and click the button GENERATE KEY. Copy the
Shared secret key or download it in a file.

REST APl Shared Secret Key

Key Configuration

Shared APl authenticates using a base-64-encoded transaction key represented in string format. The shared APl generates a
key you can copy to your clipboard or download as a text file.

Key

deBbda23-3311-49c7-8118-abb9428e74e1 L.

Shared Secret

qD+2t+REIVRORTpmS2aNI0000e/curSATVIpdebss= L.

m Ceacsl
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On seeing this screen, you have created a key and no further action is required to save

the key on your back-office. If you would like to create an additional key then simply
click “Generate another key”, otherwise click Cancel.

In Key Management window in Keys filter select “API keys” and in the Keys Subtype

filter select “Shared Secret Key”. You will receive a full list of Shred Secret Keys you have
on your MID.

© OOKRO O ©

Payment Configuration
Key Management

EICVRAORY Merchant ID: pkbevans (@ ] Keys: AP Keys @] Keys Subtype: Shared Secret Key (@] Context Test (@) JEMNAVINZRi=:E

Key List

Keys
12fa2cff-cf7c-4d50-2950-
Sea3elbc-1a6a-45¢c1-be
93476404.5726-4213.92
33bdab0d-e20e-4c55-3¢
{610662c-523b-4123-bbS
c1fba737-2105-4234-906.

2118 1d88-545b-4781-9060

Key Type

Shared Secret Key
Shared Secret Key
Shared Secret Key
Shared Secret Key
Shared Secret Key

Shared Secret Key

<=

Creation Date ~

2019-09-16 08:00:39 -0500

2019-11-06 03:09:31 -0600

2019-11-06 03:14:46 -0600

2019-11-22 12:12:56 -0600

2019-11-25 11:32:47 -0600

2020-01-21 06:23:24 -0600

2020-02-14 05:55:09 -0600

Expiration Date

2022-09-16 08:00:39 -0500

2022-11-06 02:09:31 -0600

2022-11-06 02:14:46 -0600

2022-11-22 12:12:56 -0600

2022-11-25 11:32:47 -0600

2023-01-21 06:23:24 -0600

2023-02-14 05:55:09 -0600

Status

v Active

Active

v Aclive

v Active

Active

v Active

Merchant ID

pkbevans

pkbevans

pkbevans

pkbevans

pkbevans

pkbevans

pkbevans

+ GENERATE KEY

Meta Key ®

2 2 %8 8 8 8 8

Copy the Key Serial Number in the Keys column as a second authentication parameter
of you Flex Microform integration.

Now you have two parameters for Flex Microform authentication:

Shared Secret key
Key Serial Number.
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10.7 Secure Acceptance settings
This functionality is covered in separate documentation covering Secure Acceptance.

g barclagcurd Smartpay Fuse @ Support W '[3 Notifications w & jmajchrz
Token Management v
Account I demo_account_mid_acct | MerchantID demo_transacting2 | Currently logged into test server
E Device Management w
Payment Configuration
Tools

Secure Acceptance Settings
Portfolio Management  «

1 results with filters: ((RERNSIVESIIEEN C)

Reports ~

O s %

Analytics v ACTIVE PROFILES INACTIVE PROFILES

Payment Configuration A
Profile List NEW PROFILE

Digital Payment Solutions
Payer Authentication

B |

Configuration Profile Name Profile Description
Key Management
I Secure Acceptance Settings [0 Hosted checkout Hosted Checkout

‘Webhook Settings

@ Account Management ~

10.8 Deleting Keys
To delete a redundant security key, select the Key Management list, click on the bin
icon and then confirm deleting the key.

9 erCIOgCQrd Sma rtpay Fuse @ Suppart w 1:1 Notifications w & jmajchrz v

) Token Management 2 - Payment Configuration
GENERATE KEY
Key Management

Device Management ~

# Tools v Showing 2 keys (GETRINERIENETa Ll T @ Key Subtype: All Keys @ Context: Test + ADDAFILTER

{\A" Portfolio Management  + 1 Items selected i 7
D R h Keys Key Type Authorize.Net Key Sub... Creation Date = Expiration Date Status

ol sz ¥ O 6d0la8caeefBe6i0e.. SOAP 2020-08-11 16:50:48 ..  2023-08-11 16:50:00.. . Active

ﬁ Payment Configuration A o £307984985e63734b... Secure Acceptance 2020-08-1207:14:59 ... 2022-08-1207:14:59.. .~ Active

Digital Payment Solutions
Payer Authentication
Configuration

| Key Management

Secure Acceptance Settings

Webhook Settings

10.9 Webhook settings
These settings are not currently applicable.
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11 Account management

The Account Management module enables you to configure application-wide settings
for your account and users, including the groups and roles to which they belong,
access to Business Center functionality and preferences for receiving Business Center
notifications:

- Manage account information, including secure and saved IP addresses
- Manage roles, users, and groups
- IP Settings to limit EBC access

11.1 Roles creation

You can create, and mass edit, assign, and delete roles using the Roles feature. Roles
enable you to segregate duties and access to features for your users, such as
Reporting, Virtual Terminal, and Transaction Search. Business Center includes both
default roles as well as the ability to create new roles that best support your business
model.

11.2 Understanding default roles

The Enterprise Business Center provides three default roles that you can assign to each
user. The permissions cannot be changed for these roles, although the users assigned
to them can be.

- Administrator: This role contains all permissions and enables up to nine users
to create, modify, and delete merchant ID users. The account administrator user
cannot be deleted.

- Report Download: This role enables users to download programmable reports.
Because the password for downloading reports never expires, the user cannot
log in to the Business Center.

- User Report Download: This role enables users to download the programmable
user permissions report. Users with this role cannot log in to the Business
Center
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To create a new role, users with User Management permission, should select Account

Management > Roles and click Add new user role.

Account Management

Roles

Role List Showing1- 6 of 6 results

—+ Add newuser role

O Edit Delete Role Name * = Role Description & Role Type
O This role contains all permissions Default R
O Vs T Case Management Administrator This is an example role for Case Management Administrators Custom Role
O V4 Ty Case Management Reviewe This is an example role for Case Management Reviewers Custom Rale
_ Developer test - requires access to technical settings, keys and transac
D / ]ﬁ[ Developer test - ! C m Role
tion data
Tt i Us
O Report Download ! Default Role
Ole
0 T — This role contains anly the user rep mission. U et e

this role cannot log in to the Business Center.

- In the Role Editor window, provide a name and description for the new role and

tick the boxes for the permissions you wish to apply. The options on this page

are extensive and so unless you have specific requirements you may wish to use

an existing role profile instead.
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Basic Information

Permission
Role Description Selected 0items selected
Q No items are currently selected
e and pre Search
Selectall | Expand all | Collapse all
Transaction Search Permissions D -
Role Type Selected
Transaction View D
Transaction Results Export D

- Select the Save button to save the new role, which will then become available
within the Role list with the Role Type displayed as ‘Custom Role’. It is only
possible to delete Custom Roles.
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11.3 User creation
With User Management permission assigned to your user (e.g. an Administrator), select
Account Management->Users and selected Create user.

Account Management
| Custom fields ” - Create user " Download |
Users

User List 1-2 of 2 shown

O Delete  MerchantiD UserName -« Email Address # Full Name & Date Created # UserRole ¢ UserStatus &
entry

|3"_.: Enter to filter res Press Enter tofilter res Press Enter to filter res | "—l’.‘::l:':l. to filter res Press Enter to filter res Press Enter to filter res

T cas test Mar 28,2023 Administrator ® active

O Tir cas sy Dec 22,2022 Administrator ® sctive

If your account has a two-level hierarchy (Account and Payment MID level), select
whether you want to the user to be at the Account or Payment MID level. Account
MIDs will have a _acct suffix. If the user is created at the Account MID, they will have
access to all the payment MIDs underneath. If the user is created at the Payment MID
then they will only have access to that particular MID.

Enter the users Name, email address, and select the desired Role, such as a specific
role you have created within the Roles menu. The email address must be a valid email
address as the user will receive a registration email asking them to create a username
and password.

Note: If a username is supplied during user creation, the user will still have the option
to change it during the validation process.

Select Save to create the user and automatically generate the registration email. Once
created we recommend that you go back into the new user and configure the time
zone (‘Europe/London - (GMT00:00) Greenwich Mean Time’ will align with UK time).
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Create User @

Fields marked with * are required

Basic Information

@
test &
Dar v

Recovery information
test@test123 co.uk @
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11.4 Custom permissions for single user

If you need to assign custom permissions for just a single user, it is not necessary to
create a Custom Role just for them. During the user creation process, select Custom

from the Role drop-down list and an additional Customise button will appear.

Test Test &
TestUser3
Role *
Select this button to access the permissions list.
‘Q Filter by typing field name and pressing Enter key ‘
Select all Expand all Collapse all
Recurring Billing Permissions D a

Type Selected
Subscription View D
Subscription Delete D
Subscription Management D
Subscription On-Demand Payment D

Select the required permissions and then Save when finished, which will take you back

to the Add User screen.
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12 Getin contact

If you have questions or queries about the content in this document, please do not
hesitate to get in contact with our teams. Please use the following contact points:

« If you are not yet a Smartpay Fuse customer, contact our sales team using this
form:
1. https://www.barclaycard.co.uk/business/forms/bps-sme?Area=BOC

« Ifyou are a current Smartpay Fuse customer - contact our support team¥*:
1. Via Email: supportsmartpayfuse@barclays.com
2. Via Phone: +44 (0)1604 269 518

*Note: the support team is available Mon-Fri 9am-5pm excluding public
holidays.

13 Appendix

Reason codes

A reason code is a response for transactions submitted using the following methods:

e Simple Order API

e Virtual Terminal

o Secure Acceptance - Hosted Checkout
e Secure Acceptance - Checkout API

e SOAP Toolkit API

o Offline Transaction File Submission

LI1ILTI 'JI IDT DUDINITODOr vi wual UvcCci vicvy = 70
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Reason code descriptions

Please refer to the Transaction Management> Transactions menu for the reason
code response for any given transaction. Once you have located the transaction, please
refer to the Request Information> Reason Code field. You can find a list of reason
codes with explanations by selecting Code Explanation.

Request Information

Client App: Client Library:
UBC Virtual Terminal 520

Reason Code: Status:

100 Code Explanation TRANSMITTED
Reply Message: Reply:
Request was processed Success

successfully.
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Disclaimer

Barclays and Barclaycard offers corporate banking products and services to its clients
through Barclays Bank PLC. This presentation has been prepared by Barclays Bank PLC
("Barclays"). This presentation is for discussion purposes only, and shall not constitute
any offer to sell or the solicitation of any offer to buy any security, provide any
underwriting commitment, or make any offer of financing on the part of Barclays, nor
is it intended to give rise to any legal relationship between Barclays and you or any
other person, nor is it a recommendation to buy any securities or enter into any
transaction or financing. Customers must consult their own regulatory, legal, tax,
accounting and other advisers prior to making a determination as to whether to
purchase any product, enter into any transaction of financing or invest in any securities
to which this presentation relates. Any pricing in this presentation is indicative.
Although the statements of fact in this presentation have been obtained from and are
based upon sources that Barclays believes to be reliable, Barclays does not guarantee
their accuracy or completeness. All opinions and estimates included in this
presentation constitute Barclays' judgement as of the date of this presentation and are
subject to change without notice. Any modelling or back testing data contained in this
presentation is not intended to be a statement as to future performance. Past
performance is no guarantee of future returns. No representation is made by Barclays
as to the reasonableness of the assumptions made within or the accuracy or
completeness of any models contained herein.

Neither Barclays, nor any officer or employee thereof, accepts any liability whatsoever
for any direct or consequential losses arising from any use of this presentation or the
information contained herein, or out of the use of or reliance on any information or
data set out herein.

Barclays and its respective officers, directors, partners and employees, including
persons involved in the preparation or issuance of this presentation, may from time to
time act as manager, co-manager or underwriter of a public offering or otherwise deal
in, hold or act as market-makers or advisers, brokers or commercial and/or investment
bankers in relation to any securities or related derivatives which are identical or similar
to any securities or derivatives referred to in this presentation.
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Copyright in this presentation is owned by Barclays (© Barclays Bank PLC, 2012). No
part of this presentation may be reproduced in any manner without the prior written
permission of Barclays.

Barclays Bank PLC is a member of the London Stock Exchange.

Barclays is a trading name of Barclays Bank PLC and its subsidiaries. Barclays Bank PLC
is registered in England and authorised and regulated by the Financial Services
Authority (FSA No. 122702). Registered Number is 1026167 and its registered office

1 Churchill Place, London E14 5HP.

Barclaycard is a trading name of Barclays Bank PLC and Barclaycard International
Payments Limited. Barclays Bank PLC is authorised by the Prudential Regulation
Authority and regulated by the Financial Conduct Authority and the Prudential
Regulation Authority (Financial Services Register number: 122702). Registered in
England No. 1026167. Registered Office: 1 Churchill Place, London E14 5HP.
Barclaycard International Payments Limited, trading as Barclaycard, is regulated by
the Central Bank of Ireland. Registered Number: 316541. Registered Office: One
Molesworth Street, Dublin 2, Ireland, D02 RF29. Directors: James Kelly, Mary Lambkin
Coyle, Steven Lappin (British), Peter Morris and David Rowe. Calls may be recorded for
security and other purposes.
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